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ASSlSTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF

DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF

DEF!ZNSE
DIRECTOR, OPERATIONAL TEST & EVALUATION
COMMXSDERS  OF THE COMBATANT COMMANDS
.X5S1STxSTS TO THE SECRET.\RY OF DEFENSE’
DLRECTOR.  ADMI.NlSTRATIOS AKD MhNAGE~lEN:T

/XRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FlELD AC?‘Wll’lES

SUBJECT; Infcrrmation VL;lnerability and the Wnrld Wide Web

The World Wide Web provides the Department of Defense with a powerful tool to convey
information quickly and efflcienrly  on a broad range of topics relating to irs activities, objectives,
policies, and programs. It is at the heart of the Defense Reform Initiative and is key to the
recneln+zring and streamlining of our busmess  practices. Similarly.  iclndamental  to the
American democratic proicss 1s the r:ght of our iitizzn;  IO know ~4 bar so\ernment  L:, doing.  and
the correspondin,0 ;\b\llry to judge its performance.

Ar the same time, hows\er, [he U’eb can also provide our ad\-rrsnries with a porem
instrument 10 obtain. conelale and evaluate an unprecedented volume of aggregated information
re,ailrding DOD capabtlitles. ~nirastructure,  personnel and operational procedures. Such
informarion, especially when combined with information from other sources, increases the
v~~lnctability  of DOD systems  and rn2) endanger DOD personnel 2nd [heir families.

All DOD components that establish publicly accessible Web sires are responsible for ensuring
that rhe inform;ltlon  pubhsheci  on those sires does not compromise national sscurity or place
DOD personnel at risk. By authorizing rhz establishment of Web sttes.  component heads assume
a management responsibility that extends beyond general public affairs considerations regarding
the release of information into the realm of operational security and forci protection.
Component heads must enforce the application of comprehensive risk management procedures to
ensure that the considerable mission benefits gained by using the Web are carefully halticed
against the potential security and privacy risks created by having aggregated DOD information
more readily accessible to a worldwide audicncc.



IO view of the growing information role and vulnerability of the Web within DoD, 1 am
directing rhc fallowing steps;

l Pending the development of detailed, procedural guidance, each compnncn!  head
shall immediately remove the following information from their publicly accessible
(e.g. not password protected or domain restricted) Web sites.

l Plans or lessons learned which would reveal sensitive military operations,
exercises or vuloerabiliries.

l Reference to any information that would reveal sensirive  movements of
military assets or the location of units, installations, or personnel where
uncertainty regarding location is an element of the security o f a military plan

J

of program.

l All personal information in the following categories about U S. citizens, DoD
employees and military personnel: I ) Social Security Account Numbers; 2)

4 dates of binh; 3) homraddresses,  and 4) telephone numbers arher than,
numbers of duty offices which are appropriately made av*ailsblr to rhc general
public. In additton.  remove names. locations and any other identtfying
information about family members of DOD employees and military personnel./

l Addressees may grant waivers on a non-delegable basis when it has been
dererrnined that the immediare removal of informa:jon  would adversely
imnact essential mission accomplishment.

l Wtthin  60 days of the date of this memorandum, each addressee shall rrpon the
completion of the above actions to the hsstsrant Sscrzrary of Defense Command,
Control, Communications, and Lnreliigence (ASD(C3I)t. kluded in this cepon will
be instances where-the addressee has granted a waiver.

l During the above period, each component will e\albate the senstttvlr;;  a?
tschnologtcal  data includsd  on Its %‘eb .iltes. Thfjs asiessrnsntb w.i!! kddrcss
the extent that such iniorm;lrion, tvhcn comptlerj Lkith other unclassitied
information, re\*eals An additional association  or relationship that meets the
standards for classifrcarion  under Sectton  1.8 (5) E.O. 12958.
Recornm~ndarions  addressing this issue should be included in the above
report.

l The Assistant  Secretary of Defense (C!I, will establish a task force 10 develop policy
and procedural  guidance that addresses  rhc operational, public ;\it’atrs. acquljition,
technology, privacy, legal, and security issues associated with the use of DOD Web
sites. Preliminary guidance will be promul*,ared within 60 days from the date uf this
mcmormdum

l W irhin 3 months of the promulgation of the above procedural guidance, addressees
will ensure that a comprehensive, multi-disciplinary security asse&ment is conducted
for their DoD Web sites, and annually thereafter.



.,,  ,.J/  20 l-l\, “II.  “1 “L.,

I Wirhin 6 months from the date of this memorandum, the Asstf~ant Secretary of
Defense (C3I) will develop, in coordination with (he Chairman of the Joint Chiefs of
Staff, USD (P&R), and OGC, r~comrnenda~iona  relatlnS 10 the ss[abllshment of ;I
training  program which addresses information securily on the Web.

l Within 6 months from the date of this memorandum, the Assistant  Secretary of
Defense for Reserve Affairs and the Chairman of the Joint Chiefs of Staff will
develop and implemenr  a plan that uses Reserve Component  assets to conducl
ongoing operational security and threat assessments of component Web sites.

l The Assistanr  Secretary of Defense (C31) will acceferxe rhc development and
implementation of an architecture which enhances the protection of Sensitive but
unclassified informnrion,

I believe that rhese sops will help us to manage Web information services belter to strike rhr
appropriate balance between openness and sound securiry. My pulnr oicontact  is Mr. J. Wilham
Leonard. OXSD(C31) at (703‘) 697-2342.

u ohn J. Hamre


